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Definition 

According to the National 

Telecommunications and Information 

Administration:

“Data about people—user-contributed, 

observed, derived, or inferred—

collected through online services 

regardless of the extent to which the 

data is publicly available, is aggregated, 

or could lead to the identification of an 

individual.” 

Dr. Jessica Vitak:

“Rich personal information generated through 
digital interaction and available for computation 
analysis.

Pervasive data research is research that:

1. Gathers digital data about people;

2. Uses computational methods to 
understand individuals’ or groups’ health, 
habits, routines, or beliefs; and 

3. Frequently collects data without the 
awareness of the studied population”
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Synopsis of PRIM&R Response 
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Key points of document:

1. Current regulations are “difficult to relate consistently to research with pervasive data”

2. PRIM&R specifically recommends:

• Building upon existing frameworks (Belmont Report, Menlo Report)

• Considering a tiered risk structure that could parallel the Common Rule

• Having clear categorization of data based on research questions

3. For consent and notification:

• Data types should be clearly categorized based on risk

• Some pervasive data used for non-research purposes may fit into excluded or 
exempt minimal risk categories

• Research aimed at deducing identity should have planned consent 
mechanisms

4. The guidelines must not hamper progress of research with public information or research 
that doesn’t differ from data collected in everyday life



January 17 Webinar Takeaways

• Meaningful informed consent

• Data quality

• Data sources/data access

• Social media considerations

• Privacy/security considerations

• Data & analysis & data-driven decision making 

• AI model development requires large datasets like 
medical records, accessed via HIPAA waivers and 
waiver of consent

• Generative AI and new AI approaches make 
traditional data privacy and deidentification 
challenging 

• Researchers and HRPPs/IRBs may need new risk 
minimization methods and review pathways for AI 
development

• For large datasets required to develop AI 
algorithms, there is a tension between the possible 
benefits of requiring consent and the potential for 
less representation and more bias and 
discrimination 

• Public notification and education about 
personal/medical data use in research is critical for 
building trust 
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