
Learning Objectives

• To list the services of the Health Analytics 
Research Team

• To understand how to navigate the 
research and QA/QI data processes at 
Carilion

• To apply knowledge gained to access and 
utilize MyProjectPath

• To describe the uses and applications of 
TriNetX, REDCap, Epic for Research, 
Sparc and shared drives

https://redcap.link/MyProjectPath

https:///


HART Services
…. provide proper access, acquisition, storage and 
utilization of research and QA/QI data, including PHI

• Consultation: study design, data management, and stats
• Data Exploration: TriNetX
• Data Extracts (EPIC)
• Data Collection and Storage (REDCap)
• Epic Research Access
• Secure Shared Drive or SPARC
• Data Analysis: Sparc tools and Biostatistical Services

https://redcap.link/MyProjectPath

https:///


HART 

• 20 team members providing end to end support
• Mix of grant funded / institution supported
• 250+ combined years in healthcare/research
• 165+ combined years at Carilion
• 83% diversity (non-white (33%), female (72%), veteran (5%))

• Full support for Research Informatics, Biostatistics, Data 
Science, Epidemiology, Research Design, data extraction 
and research navigation services 

• Carilion component of NIH CTSA iTHRIV iBERDI group
• Innovation Department support (app development)

https://redcap.link/MyProjectPath

https:///


Idea
Background

Library Services
Literature Search

Define/Refine
HART@carilionclinic.org 
Design support
TriNetX Patient Feasibility 
live.trinetx.com

Considerations
Key Stakeholders
SIMI
Funding research@cariliionclinic.org
Innovation 
Innovation@carilionclinic.org

Project 
Support

Research 
Coordinator or 
Assistants
Specimen 
Collection and 
Storage

Other 
Resources:
Portal.iTHRIV.org
Portal.iTHRIV.org

Data
Data extracts
Data Management and 
Surveys (REDCap)
Data Storage (SPARC)
Data Analysis 
(Biostatisticians)
HART@carilionclinic.org

Research and 
Development
Required for Research
QA/QI: check with your dept
Required for external 

collaborations

https://is.gd/Research_Application

IRB / HRPO
Required for Research
Attach R&D approval letter
QA/QI: Exemption determination

https://carilionclinic.imedris.net/

Conduct / 
Collect

HART@carilionclinic.org
support for REDCap, data 
storage, extracts
Research Coordinator 
/Assistant Support

Analyze
HART@carilionclinic.org
support for statistical 
analyses and writeup

Publish
Presentation 
templates

MyProjectPath https://redcap.link/MyProjectPath

mailto:HART@carilionclinic.org
mailto:Research@cariliionclinic.org
mailto:Innovation@carilionclinic.org
https://is.gd/Research_Application
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TriNetX Background

• 120+ Healthcare Organizations (HCO)
• 13 out of 15 top Pharma companies
• 70+ billion facts
• 250M+ patients
• Carilion’s data loaded since 2008
• Carilion’s data re-identifiable by HART 

with appropriate permissions



TriNetX Business Model
• FREE to Healthcare Organizations 

(HCO)
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Carilion Data in TriNetX

• Inpatient, emergency and outpatient
• Demographics & Encounters
• Diagnoses & Procedures
• Labs (numeric and positive/negative)
• Medications & Vitals
• Oncology data from Cancer Registry
• Integrated Claims and Mortality data
• NEW: Integrated data from NLP (natural 

language processing)



https://redcap.link/MyProjectPath
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Data Sources

 EPIC EMR (electronic medical record)
• Most common data categories:

demographics, encounters, diagnosis, procedures, labs, 
flowsheets, medications, assessments

• Most general categories: 
inpatient, outpatient, emergency, operating room…

 Other data sources: (examples)
• Infection Control Susceptibilities
• Trauma Registry
• TriNetX data sets
• All Payers Claim Database (APCD)
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DATA - Definitions

• Medical records based research is frequently 
performed as Retrospective Research Studies
– Data that was originally collected for purposes other 

than the current research study (i.e. clinical reasons), 
and which exists at the time of IRB submission.

– For a study to be considered retrospective by the IRB, 
all data must be in existence at time of submission.

• Prospective Study:
– Patients have not yet occurred, may require consent



Medical Records Based Research: 
Privacy and IT Security Concerns

• Protected Health Information of our patients
• Most frequently requested PHI elements

– Name
– MRN, MPI, CSN or any account number
– Date of Birth
– SSN (rarely allowed)
– All dates – e.g. procedure, admission, encounter
– Email, Addresses, phone numbers
– Zip code that is more specific than first three digits



Medical Records Based Research: 
Privacy and IT Security Concerns

• Collect only what you need!
• Carilion Secured Shared Directory for limited 

(no patient names, maybe a date and a zip 
code) or de-identified datasets (no HIPAA 
element)

• Anyone with access to data must either be on 
the study team or a Carilion employee whose 
job duties stipulate access or have another 
approved agreement (R&D)



Medical Records Based Research: 
Privacy and IT Security Concerns

• Acquire and use Epic Research access if you do 
chart review

• REDCap required for PHI that is manually 
collected

• Use Carilion or your institution’s email, not 
private

• Obtain IRB approval BEFORE working with 
identifiable information (consent may be 
required, if feasible)



Data Management

• What data are needed to answer the 
question? Are the data available?

• Are the data consistently collected? How 
confident are you in the accuracy?

• Are there documentation issues?

• What are exact definitions? (ex/ ICD 
codes and cut-offs)



Data Management

• What are the other confounding factors?
• Have data instruments changed over the time 

period? Upgrades to the EMR?
• Are there other initiatives that overlap your 

timeframe that may also impact the outcomes?
• How to define clean cohorts without bias, attrition, 

impacts of changing medicine? 
• If the project relies on follow-up, how will attrition, 

discharge status, death, and ongoing Carilion 
relationship impact your outcomes and 
measurement?





https://redcap.link/MyProjectPath

https:///


Data Storage

• Data should be stored securely where 
only the research team can access
– Secure shared drive (S: drive) 
– Secure Research Environment: 
Storage and Programs Accelerating Research 
Collaborations (SPARC)



Environment

• Cloud-based. Accessible through any internet 
connection, but with the applied security of our 
firewall and account verification

• SAS Viya and statistics, JupyterNotebook, R & 
R Studio, Python, NVIVO to meet our internal 
and collaborators analytics needs.

• Approved for all data (de-identified, limited and 
identified), but must be specified in IRB protocol

• Will provide the platform to integrate with the 
iTHRIV Data Commons for ease of launch



AWS S3 Bucket Structure

• Development 
workspace for Health 
Analytics Research 
Team

Staging

• Datafile storage
• HART write access
• Client read access

Source Data

• Client write 
access

• Space to 
collaborate

Shared Team Data



https://redcap.link/MyProjectPath

https:///


https://redcap.link/MyProjectPath

https:///


REDCap

• Research Electronic Data Capture

• Secure, web-based application for 
managing and collection of research data

• Origin: Vanderbilt University, 2004

• >2000 institutions, >100 countries



REDCap at Carilion 

• HIPAA compliant processes with stringent 
change control

• CFR Part 11 Compliant Ready
• eConsent process available
• Data Collection Tools
• Surveys via email, text, URL, or QR code
• COMING SOON: EPIC/REDCap

integration!



REDCap Project Types
• Survey

- Forms to collect data from respondents
– Email invite
– Public survey link
– Embed survey on website
– QR code

• Traditional project

- Data entry forms for consistent data collection

• Longitudinal Study

- Data gathered for the same subjects over time

• Combination of the above



Field Types

Text
Date
Calculated field

Phone #

Email
Choice: radio 
button

Choice: 
drop down

Hidden question: only 
appear if the above 
answer is ‘Female’

Attachment



Matrix



REDCap Data Sharing

Define each 

individual user’s 

specific access



Data Management Checklist

• Explore your cohort through TriNetX
• Determine data points and data source
• Determine if data is an extract, chart 

review, or both (or survey!)
• Determine who will have access, what level 

of access, and if they need agreements 
(don’t forget the biostatistician!)

• Write up protocol to include Epic research 
access, REDCap and secure shared 
drive/SPARC



https://redcap.link/MyProjectPath
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Data Management Process

Post IRB and R&D approval, our 
navigation services will contact you to 
submit all necessary requests for:
• Secure Shared Drive/SPARC
• Epic Research Access
• Data Extracts (EPIC)
• Data Collection and Storage (REDCap)
• Data Analysis: Biostatistical Services
• TriNetX Files or Reidentification



Contact Information

HART@carilionclinic.org

https://carilionclinic.org/health-analytics-
research-team

https://redcap.link/MyProjectPath

QUESTIONS?

mailto:HART@carilionclinic.org
https://carilionclinic.org/health-analytics-research-team
https://redcap.link/MyProjectPath
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